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Perception of the banking industry in of consumers trust UAE banks

the UAE continues to improve, 86%) completely to put customers

reaching an all time high in 2023 at the heart of their business
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“How your opirion of banks and the banking industry in the LIAE has
changed over the past 12 manms?
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The UAE Barks Federation (UBF) emphasized its commitment to ensure full cooperation and support of its members with
Sanacak. image Courlesy:. UAE Banks Federation [UBF)

UBF: Launch of Sanadak a significant milestone
in the development of financial services sector
in UAE and MENA

It will cement the UAE’s status as a leading financial and banking center

Press Release

March W, 2024

OO0 O

Abu Dhabi, UAE: The UAE Banks Federation (UBF), the sole representative and unified voice
of UAE banks, has reaffirmed that the launch of Sanadak, the first Ombudsman Unit catering to

middle east
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m UN: Heatwave in Europe is most worrying

e e |
UBF congratulates Emirates NBD on its 60th
anniversary

v PR News Dask

;:I 1
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On the occasion of the B0th anniversary of Emirates NED. H.E. Abdulaziz Al Ghurair, Chairman of UAE Banks
Federation, said: "UBF congratulates His Highness Sheikh Ahmed bin Saeed Al Maktoum, Chairman of
Emirates NBD, the Board of Directors of the Bank, ils management and all its empleyees on the 0th
anniversary of the Bank. The national banking and financial institution that has estatdished fiself locally and
internationally as one of the most prominent banking and financial institutions.”

“Emirales NBD s a shining examplé in our national banking sector. I1s establishiment 80 years ago reflects the
distinguished partnership between the public and private seclors, a vision that has contributed to supporting
the UAE's sustainable economic and social development. Emirates NBD, along with several leading national
banks, also played an important rola in the UAE Banks Federation in 1982." “Emirates NBD also supported
the Federation's efforts to provide an ideal platform for exchanging ideas and opinlons and cooperation

among members on various issues of interest to the banking sector. The bank has been confributing to the
advancement of the industry by developing ideal solutions, adopling the best banking practices, and
shaweasing the important contributions of banking and financial instilutions in supporting the sustainable
development of the country under the directives of Central Bank af the UAE, which has many initiatives thal
focus on developing policies and fi ks to ensure the best services for customers. citizens and residents
in a safe and reliable banking environment while maintaining the integrity of the banking system. This has
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Banking on Trust: Why consumer confidence
in bankingis crucial today

Banking
EXPANDING FINTECH FRONTIERS IN THE MENA REGION: A
VISION FOR THE FUTURE OF BANKING

Trust, is in fact the bedrock upon which the entire financial system is built.

!
f

A
/ n an era defined by rapid technological advancements coupled with evolving
)/ | cyberthreats and looming econemic uncertainty, maintaining and strengthening

consumer trust in the banking industry is essential for the long-term health and

\ Credit: Pixabay

stability of the financial system.

he Middle East and North Africa (MENA) region is currently undergoing a significant transformation of e : : : i e
€ Muddle East and North Africa ( g TSI e T ALTCRE 2 SRnLicant Hensarmation o Trust, is in fact, the bedrock upon which the entire financial system is built. Hence, it is

its financial landscape, driven by rapid digitalisation and the development of innovative financial ) ) R : o o )

e : sl : i y - imperative for banking and financial institutions to prioritize strengthening consumer
services. The region has its sights set on becoming a haven for the world's most innovative fintech ( financial -

technology) companies and has attracted capital and talent from Europe, the United States and Asia, while confidence.

fintech innovation hubs in the Guif have multiplied in recent vears.
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DESTINED TO PIONEER A GREENER TOMORROW

With the recent UAE Banks Federation’s pledge of Dhltn in green finance by 2030,
announced at COP28, the UAE is poised to become a global leader in sustainable finance

Inthe wake of global imperatives for a future ~characterised by
for sustainability and the UAE's ~ sustainability,  innovation ~ and
ambitious v - collaboration.

zer0 en From  providing  sustainable
couniry's  financial sector s at  project financing to issuing green
the forefront of a paradigm shift bonds locally and intemationally,
towards responsible and impactful | UAE  banks  contribute  to
finance ustainability initiatives, fuelling

The UAE, known for its the growth of sustainable banking
economic diversity and strategic  and finance solutions. Green sukuk
vision, is at the forefront of and bonds issued by the country’s
utilising green finance to tackle  banks have reached a total market
the challenges of climate change. value of Dh624bn ($17bn) in
As the global community gathered — recent years. Recently, S&P Global
Ratings predicted sustainable bond
perspectives on green finance and issuance to reach nearly $1tn in
its impact on diverse economies 2024,

Several  strategic  initiatives
1 exemplify the UAE's commitment
on behalf of its national member o sustainability. Most notably. the
banks to invest Dhltn in green  Green Agenda 2030 (UAE Agenda
finance by 2030, announced by 2030) aims to boost GDP growth,
the chairman of UBF Abdulaziz increase ~exports and reduce
Al Ghurair at COP28, the country ~ emissions, demonstrating a holistic
is poised 1o become a global approach to sustainable economic
leader in sustainable finance. ~ development.  In addition, _the
The transformative journey of Abu Dhabi Global Market's
the UAE's financial sector has sustainable finance  framework
been tremendous. Meanwhile, the ~sets a_regional benchmark with adopted  sustainability standards innovation,  and  regulatory

impact of the recent commitments  rules for sustainability orientated TP ———— and principles in the banking and alignment. The UAE was the first
is promising, charting a course funds and bonds. These efforts, d financial sector, with Abu Dhabi  country in the Middle East to >>

complemented by Central Bank and Dubai’s Declarations for
of the UAE's Sustainable Working ~ Sustainable Finance in years 2016
Group’s  commitment to the and 2019, as well as the Guiding
UAE Net Zero by 2050 strategic  Principles for Sustainable Finance,
initiative, underscore the country’s to promote the development of a

commitment  fo integrating green financial market in the year

sustainable  practices into its 2020, and the National Framework

financial ~ systems. for Sustainable Finance in the year
2021

UNITED FOR ONE GOAL ~ “Thus, we are confident that
E Banks Federation has  our UAE banking sector can make
played a central role in the UAE's  significant contributions to the
proactive approach in setting  UAE's National Climate Change
ambitious targets for redirecting  Plan. Morcover, UBF  member
financial resources into green, banks” significance lies not only
responsible  and  sustainable  in their commitment to supporting
solutions  and technologies.  sustainability butalso in UBF's role
Through its  high-level ESG  being the platform for cooperation
commitice, which comprises among all its member banks. The
specialist experts from UBF  Federation secks to  accelerate
member banks, the Federation progress in this domain by
works diligently to reinforce green  fostering a business environment
finance principles and frameworks,  that  encourages _competitive,
aligning  with  the UAE's active, and sustainable finance.”
or is

commitment o sustainability in  The UAE's financial s
the banking and financial sector.  poised to lead the way towards

Jamal Saleh, director general a greener and more sustainable
of UBF, said: “The UAE has tomorrow through collaboration,
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BER SECURITY

Produced By MEDIA REPUBLIC

Jamal Saleh
Director General of the UAE Banks Federation (UBF)

CYBER SECURITY Al

A STRATEGIC EVOLUTION IN
BANKING

The Information Security Committee of the UAE Banks
Federation discusses how Al can be a force for good

As digital transformation By identifying anomalies, systems, incorporating Al to maximise the benefits of
accelerates  across  varius  agging suspicious activiies Technalogies to - enbance Al while minimising s rks.
industries, artificial and  enabling  realtime operational efficiency, bolster These considerations  are
intelligence  (Al) emerges  responses, A Censunes thoe o security, and create a central to the UAE's approach,
as an indispensable ally, banks remain resilient in an futureready  ecosystem.  as outlined in its National Al
revolutonising cyber  era of rising digital complexity. Guidelines promoting fairness
urty to protect finncal - Futhermore, AT integration - Addsessing e securly and  inclusivity.

Tnstitutons " and | maintain into Faud detection systems challonges

customer trust mthebankmg has transformed the way Being the representative
secto financial institutions ~ While Al offers significant voice of UAE banks, the UAE

safeguard sensitive data and  advantages in combating cyber Banks  Federation  (UBF)

AT's growing importance in transactions. Al-powered tools ~risks, it also presents new has been working in close

cyber security stems from its analyse behavioural patterns ~challenges. Cyber criminals  collaboration with the Central

abilities in enhancing threat and transactional contexts to are increasingly deploying Al Bank of the UAE (CBUAE)

detection, mitigating risks, detect and prevent fraudulent poweredtools,suchasdeepfake and has taken proactive

and  automating response activities with unprecedented technology and  adaptive measures to address the cyber
o

mechanisms.  Traditional  precision. ‘malware, to bypass traditional security challenges that are
cyber  security  systems, defences. This necessitates facing financial institutions.
often reliant on static rules In the case of the UAE, continuous innovation and For example, the launch
or historical daa, sre ot Ceneal Bank has beenviglance witin the banking of Tashank, the  mation's
optimised to keep pace with  introduciny pioneering  se fist  Information  Sharing

the adaptive tactics of modern  initiatives that underscore the and Analysis Centre (ISAC)
cyber criminals. AL however,  strategic importance of cyber  Additionally, the ethical Platform, is a prime example.
offers dynamic capabilities, ~security. Notably, the Financial - governance of Al is a pressing This platform leverages Al-
including advanced machine ~Infrastructure Transformation issue. Ensuring transparency, driven insights to enable real-
leaming and predictive (FIT) Programme s a addressing biases in data

analytis to countersct these comprebensive  efort  to models,  and - fostering

evolving  thre: ‘modernise the UAE's financial  accountability are paramount Continued>>

Continued >>

time sharing of cyber threat
intelligence among member
banks, fosteringa collaborative
defence network  against
emerging threats.

UBF has responded by
organising large-scale
simulated cyber-attack
exercises annually, the largest
of their kind in the Middle East
and North Africa. Conducted
in partnership with entities
such as the UAE Cyber Security
Council, CBUAE, and local law
enforcement, these_exercises
provide critical insights into
detecting and  mitigating
sophisticated attacks.

Beyond security: Empowering
customers and driving
sustainability

The integration of Al in
cyber security aligns with the
broader efforts to enhance
customer empowerment and
sustainability in banking. By
leveraging A, banks can offer
personalised  products  and
services, granting customers
greater control over their
financial data and improving
user  experiences.

Simultaneously, the
banking sector is advancing
environmental, social, anc

governance (ESG) principles.
Al is being used to assess
the sustainability impact of
financing activities, enabling
businesses
that  prioritise _sustainable
practices. These efforts reflect
the UAE's vision of a balanced
approach to  innovation

that  safeguards both
Technologicalas wellas societal
progress.

The convergence of Al and
cyber security is no longer a
choice but a necessity for the
banking sector. The visionary
policies of the Central Bank
of the UAE and the proactive
initiatives of UBF have created
a strong foundation for a
secure and resilient ﬁnancm.l
ecosystem in the U

lowever, the road ahead will
requitesustained collboraion

holders,
ongvmg investment in Al
innovation,and commitmentto
raising public awareness about
cyber risks. Customers, too,

banking  interactions.

As Al continues to evolve, so
will the cyber threats it seeks
to combat. By prioritising
ethlcal governance, fostering

erships, and  staying
ahead of adversarial trends, the
UAE is poised to lead the global
banking secotintoaneweraof
resilience and t

Through these efforts, the

benchmark for leveraging Al
to drive innovation, security,
and sustainability. Together,
we can ensure that the future
of banking remains secure,
inclusive, and forward-looking
And we at UBF are committed
toremaining a key integral part
of this quest.

Al STRENGTHENS THE UAE’S
CYBER SECURITY, BUT ALSO BRINGS
NEW THREATS

Banks in the UAE are using artificial intelligence
(AI) to strengthen their defences against cybercrime
while simultaneously bracing for new threats posed

by Al-powered attacks

Fraud in the financial sector
totalled $485.6 billion in 2023,
according to Nasdaq's 2024

illicit funds that flowed through
the global financial system last
year Adena Friedman, Nasdag's
Chair and CEO, said, “Financial
most

of the world's most destructive
crimes.”

most  banking

The country’s financial an international banking been developed by Swift, the impact on their organisation’s
institutions will be among  transaction, an algorithm will ~default messaging network for ~growth in the next three years.
those ringing in 2025 with be able to detect whether it is  international payments that is That's according to KPMG's
an Alpowered anomaly fraud or not. The capability ~usedbymorethan11500banks 2026 Banking CEO Outlook,
detection  service that uses seudonymised data around the world. Its rollout which covered banks with
proactively identifies and from billions of banking follows a successful pilot that more than $10billion in annual
defends against cyber transactions to spot and flag involved financial institutions

crime. This means that suspicious activity, so banks in the Middle East and other

2024 Soiall 558701 - Shlagl Slan sl

every can respond in real time. Ithas  regions. Continued>>
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UBF PLAYING A PIONEER ROLE TO
ACHIEVE NET-ZERO TARGET BY 2050

UAE banks are emerging
asaleaderinadopting

policies and regulations
thnlareexpected to
strengthen green finance
coming years
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diseounts and promaotions,

Although both Hlack Friday
and Cyber Monday originatedin
the US. they have since gained
worldwide popularity. These
sales events present helghtened
risks for ¢-commerce scams.

Jamal Saleh, Director Gener
al of the UAE Banks Federation.
highlighted that the urgency
created by time-limied offers
during these sales periods often
Teads to lapses in Judgement,
making consumers more vul-
nerable toscams such as phish-
ing emails, ake websites, and
counter(eit apps.

“With  increased  payment
activity and distractions from
high teaffic,  cybereriminals
exploit these opportunitles fo
target unsuspecting shoppers,”
Saleh told Guif News.

E-commerce scams

= Phishing: Scammers send
fraudulent emails or messages
that appear t be from reputa-
Dbie retallers, enticing recipicnts
to elick on malicious links or
provide personal information.

= Urgency created by Ume-limited offers durling salos periods
makes consumers mare vulnerable Lo e-CoOMMBICe SCams.

Rl B
L=

With increased payment activity

anl distractions from h
Irallic, ey

unsuspecting shoppers.”

th
sercriminals exploit J*;
these opportunitices 1o target

——
Jamal Saleh | Director General of the UAE Banks Federation

mals create counterfeit websites
or social media ads that mimic
legitimate retallers w trick con-
sumers into making purchases
or disclosing sensitive data.

= Counterfell prod Offers

Phone calls, OTP scams
Dubai Police wamed against

seams where | imper-

that offer fraud protection

Unsalicited communica-
tiens: Avcid cligking gnlfinks
or dewnloasing atiachments
Trom unknown Sources.
Moniter: Check banivcredn
card statements forunau-
therised trRnsactions.
Update: Heep your devess’
antwirys and anti-makware
software up to date—""

fake e-commerce platforms.
Report any calls received by

semate government or bank offl-
cials to trick vietims intosharing

for high-demand lrems at sig-
nifleantly lcduccﬁ plku may

(OTPs) o
ubtain access to their accounts
“You might receive calls

be or
u Non-delivery scams: Afier
payment, the purchased llem is
never delivered. and the seller
becomes uncontactable.

= Malware distribution: Click-
ing on links in unsolicited
cmails or visiting malicious
websites can result in malware

—n 2024 (soicall 53811 - Elladl 8ylan sl

fram numbers where
scammers ask you to update
your bank details by clicking
a link or sharing vour eard PIN
or OTPI. Hemember, your bank
will never request this infors
mation over the phone.™ Dubai
Police said.

AMeanwhile. Abu Dhabl Pollee

15 people  request-
ing )vu to update bank details
by calling 5002626 or texting
2328, Abu Dhabl Pollee said.

Scammers exploit urgency
=Although most people s
sume they can recognle 2
fraudulent phone call or cmail:
studies show that scammers
use special techninues o gel
vour percond details aml ex-
Ploil emotions such as urgent
I faet, past reports sugeest that
about 50 ver cenlt rise in ohish

The UAE is leading the global transition to a digital cashless society,
showcasing its commitment to innovation, economic resilience, and
technology transformation. At the heart of this transformation is Dubai's
ambitious Cashless Strategy, which aims to shift 90 per cent of all
transactions to digital platforms by year 2026. This initiative, spearheaded by
Sheikh Hamdan bin Mohammed, Crown Prince of Dubai, reflects Dubai's
vision to become one of the world's top digital cities, driving an estimated
Dh8 billion annually in economic benefits.
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