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HOW TO PROTECT YOURSELF

AGAINST THE THREAT OF

CYBERCRIME

UBF's Fraud Awareness Campaign seeks to educate customers on cyber
fraud risks and enlist them as allies in the fight against fraud

JAMAL SALEH
Director General
of UAE Banks
Federation (UBF)

n April last year, UAE Banks
Federation (UBF) launched
the National Fraud
Awareness Campaign, a
wide-ranging initiative that
aimed to educate customers
to protect themselves from fi-
nancial cybercrime and fraud,
particularly in light of the in-
creased use of digital banking
services during COVID-19 pan-
demic. Being the UAE's first
nationwide fraud awareness
campaign, this joint initiative
was organised by UBF in part-
nership with Central Bank of
the UAE, Abu Dhabi Police,
Dubai Police, and TDRA.
Through multimedia content
- including articles, educa-
tional videos and social media
posts - the campaign seeks
to equip bank customers with
the facts and tools they need
to protect themselves against
attacks. Encouraged by the
overwhelming response that
the campaign has received
from citizens and residents
across the country, UBF has
recently decided to extend
the campaign by one year, till
the end of 2021, with a view to

The threat of
financial fraud has
only increased in a
world transformed
by Covid-19

H.E. ABDULAZIZ AL-GHURAIR,

Chairman of UAE Banks Federation

?
e

consolidate the successes of
the campaign.

The nationwide campaign
forms part of UBF's multi-fac-
eted efforts to combat the
growing threat of financial
fraud, and was born out of the
Federation's belief that cus-
tomer awareness and educa-
tion has a vital and indispens-
able role to play in keeping
fraudsters at bay.

Commenting on the “#Fight
Fraud” campaign, H.E. Ab-
dulaziz Al-Ghurair, Chairman
of UAE Banks Federation, said,
“The threat of financial fraud
has only increased in a world
transformed by Covid-19, mak-
ing it all the more essential for
financial institutions to treat

customers as allies in the fight
against fraud. Raising custom-
ers' awareness about risky on-
line behaviors and equipping
them with the tools they need
to protect themselves from
attacks should be the first
step in enlisting their support
in the larger battle against
fraud, and this remains the
overarching objective behind
our campaign.”

Jamal Saleh, Director Gen-
eral of UAE Banks Federa-
tion (UBF), said: “Customer
vigilance remains one of the
most potent forms of defense
against financial fraud. En-
suring that customers have a
good understanding of what
constitutes fraud and how it

#FIGHT FRAUD
CAMPAIGN

ere we list some useful

tips that together form
the central pillar of our
“#Fight Fraud” campaign,
and which may help cus-
tomers develop a clearer
understanding of how to
identify and avoid scams.

Have
you received a call from
your bank asking for your
personal information?
This could be phone fraud.
Always remember that
your bank will never ask
for your personal/financial
information.

Do not
respond to emails from
unknown IDs & never click
on any suspicious links
or attachments. Ignore
emails that create false
urgency.

Stay a step ahead of social
engineering scams. Never
share your personal infor-
mation with anyone over
the phone, email, SMS, or
social channels.

Avoid communications
that say you have won a
lottery and ask you for an
advance payment to claim
the prize.

Watch out for
emails that request fund
transfer to a different
account. This could be the
work of a fraudster.

Don't give
a chance to hackers or

fraudsters to manipulate
your mobile banking. Stay
alert.

From
choosing the right shop-
ping website, to opting for
the right payment mode,
always choose secure
ones.

Keep
your social accounts
private as well as secure to
protect your data from fall-
ing into the wrong hands.

can be tackled will empower
them to take the right security
measures against cyber intru-
sions and fraud and generally
be more alert and aware when
they are online.”
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UAE banks take two-pronged strategy to battle against fraudsters

KEITH J FERNANDEZ
SPECIAL TO GN FOCUS

hile the world was

laid low by the

coronavirus  over

the past year, a dif-
ferent kind of invisible plague
has been spreading across the
planet, with equally damaging
after-effects. Dr Mohammad
Hamad Al Kuwaiti, Head of
Cyber Security for the UAE
Government, likened the
surge in online crime to a
cyber pandemic.

“We saw a huge increase in
[cyberattacks], at least a 250
per cent increase as we saw it
here in the UAE,” Dr Al Kuwaiti
said during the Gulf Informa-
tion Security Expo and Con-
ference in Dubai in December,
Gulf News reported at the
time. “The financial sector
was one of the most attacked,
as well as even the health sec-
tor,” he said.

The most common type of
attack was phishing, where
hackers pretend to be a trust-
ed organisation such as a

bank in order to extract sen-
sitive information for financial
gain. Such cons, which may
take the form of genuine-look-
ing emails or SMS messages
and may feature banks' logos
or link to official-looking web-
sites, typically require bank
log-in details, account num-
bers and access codes. Over
the pandemic, such messag-
es have been about fictional
Covid-19 vaccines, the avail-
ability of oxygen units, pet
adoptions, and even - cleverly
- fabricated news of bank ac-
count hacks. Phishing emails
surged by over 600 per cent
in the first six months of the
pandemic according to Dubai
Future Foundation data.

Ransomware, where crimi-
nals block access to a victim'’s
files in exchange for a finan-
cial payment by using mali-
cious software programs that
are downloaded via email or
unsafe websites, was the oth-
er popular scam in the UAE
last year.

Ironically, criminals were
helped along by quarantines
and lockdowns. As Dr Al Ku-
waiti described it, individuals

and organisations were un-
prepared for the abrupt shift
to online schooling and work.
Even as we spend more of
our time online, often with-
out adequate protection or
over open public Wi-Fi, crimi-
nals have been able to exploit
weaknesses in software and
networks. The UAE is one of
the world’'s most connected
countries. Nearly all residents
(99.15 per cent) have internet
access, and the average time
spent online is 40 hours per
week, according to the World
Digital Report 2021.

First line of defence
With criminals motivated by
financial gain, banks have be-
come the first line of defence
in this digital war on crime. As
UAE residents have adapted
to social distancing measures
and branch closures, fraud-
sters have likewise adjusted.
“The UAE is a regional lead-
er in digital adoption and
e-commerce payments, and
the Covid-19 pandemic ac-
celerated that trend. Safety
regulations and physical re-
strictions acted as a catalyst

ILLYAS
KOOLIYANKAL
Chief
Information
Security Officer,
Abu Dhabi
Islamic Bank
(ADIB)

for transactions to move from
malls to mobiles. However, the
ensuing uncertainty has pro-
vided a fertile environment
for cybercrime,” AbdulAziz
Al-Ghurair, Chairman of UAE
Banks Federation, said in a re-
cent statement. “While tech-
nology has helped our UBF
member banks and their cus-
tomers with tools for business
continuity, it remains a dou-
ble-edged sword with cyber-
criminals and attackers using
ever more sophisticated tools.
In such scenarios, customer
awareness and education play
a critical role.”

Because of the nature of
cyberattacks, where ordinary
residents often unwittingly
share confidential informa-
tion with fraudsters, UAE
banks take the view that pre-
vention is better than cure in
protecting against this tsu-
nami of cybercrime. Nearly
every bank in the country
now sends out reqgular fraud
awareness alerts and publish-
es detailed guidance on how
account holders can protect

CONTINUED ON PAGE 6
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A public service campaign by

W Emirates NBD

DON'T MAKE
A FRAUDSTER'S
JOB EASY.

DONT SHARE YOUR
PASSWORD OR CVWV.

DON'T DONATE MONEY
WITHOUT VERIFICATION.

DON'T SHARE YOUR
BANK ACCOUNT DETAILS.
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Fighting the tsunami
of cybercrime

themselves while browsing or
shopping online.

Now banks are teaming to-
gether with the police to raise
awareness of online cyber
traps and how residents can
easily be conned. The UBF
joined with the Central Bank
of the UAE (CBUAE), police
in Abu Dhabi and Dubai and
the telecommunications reg-
ulatory authority to run a se-
ries of national campaigns,
reminding the public to stay
vigilant against phone calls
and messages, while empha-
sising the importance of not
disclosing personal and bank-
ing information to any person
or entity.

In February, Emirates NBD
launched an online education
campaign centred around a
shareable film and social me-
dia posts where a fictional
fraudster - complete with fake
Instagram account - mas-
gueraded as a representative
of legitimate organisations to
steal sensitive information.

Technology as

a weapon
In parallel, the bank has
strengthened its security

technologies through the use

of biometrics, contactless
identity verification and se-
cure encryption. Last July, it
migrated its customer base
to a new Smart Pass service,
where customers can autho-
rise digital transactions by
keying in an instant token or
personal identification num-
ber (PIN) that is generated
within their banking app. The
service protects against mo-
bile SIM card swap fraud by
doing away with the need
for SMS-based one-time
password (OTP) authori-
sation. Similarly, its
TrulD solution enables
new customers to have
their identity docu-
ments verified using
contactless near-field
communication (NFC)
technology when open-
ing an account through
the bank's mobile app.
“Customer safety is our
top priority, and we are con-
stantly developing new ways
to make banking more secure,
convenient and hassle-free,”
said Suvo Sarkar, Senior EVP
& Group Head, Retail Bank-
ing and Wealth Management,
Emirates NBD. “As fraudsters
develop increasingly sophis-
ticated means of accessing
personal information, our
technology-driven securi-
ty solutions help safeguard
consumers in today's digital
age so that they can conduct

banking securely and easily,
from anywhere in the world.”

Other banks have also
stepped up their embrace of
technological weapons to deal
with these increasingly com-
plex cyberattacks.

The Abu Dhabi Islamic Bank
(ADIB), which has also rolled

We have elevated 24X7

monitoring to timely
detect and respond
to potential malicious
activities.

out a joint campaign with se-
curity authorities, is now fo-
cused on increasing its mon-
itoring capabilities, as well
as implementing additional
layers and types of controls
to support a new set up that
aggressively adopts cloud and
remote access services.

The bank has strengthened
its technical, procedural and

security awareness controls
while enhancing its secure re-
mote connectivity services to
cater to different kinds of us-
ers, and is leveraging various
technologies by moving from
on-premises tools to cloud
based technologies.

“ADIB has introduced a
new secure set of collabora-
tion tools and digital chan-
nels to enhance business
productivity and customer
experience without compro-
mising information security,”
lllyas Kooliyankal, Chief
Information Security Of-
ficer at Abu Dhabi Is-
lamic Bank (ADIB), told
GN Focus.

“We have elevated

24X7 monitoring to time-
ly detect and respond
to potential malicious
activities.”
“Through a progressive
strategy, ADIB will continue
to ensure tighter security
measures and controls are in
place, ensuring staff are fully
aware of its work-from-home
policies and practice secure
working, while updating the
bank's readiness plan to meet
all potential scenarios,” Kooli-
yankal said.

Whether these steps are
enough to stem the tide of
crime remains to be seen, but
as in most other situations,
staying alert is the first step
to staying safe.

SHUTTERSTOCK
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STAYING ONE STEP AHEAD OF
CYBERCRIMINALS

How Mashreq works diligently to protect its customers

ow does Mashreq work to en-
sure it's always one step ahead of
cybercriminals?
| think “one step” is a very good
choice of words. Cybercriminals keep coming
up with creative new ways of doing fraud, and
the banks have to keep employing even more
creative ways to overcome them. At Mashreq,
we use a combination of global best practices,
expert advice from Mastercard/Visa, our in-
house learning from the cases we've seen, as
well as learnings shared by law enforcement or
other authorities.

We are also working on new-age solutions
like biometrics, risk-based and step up au-
thentication, which ensures customers enjoy
frictionless payments, while being protected
from fraud.

| would like to share the latest innova-
tion we have done to protect our customers.
It's simple, but we are confident it will be
very effective:

Over the past few months, we noticed a new
trend of fraud where a customer intends to
make a small payment at what seems like a
genuine, functional website. It could be Dh10
for an international courier delivery, or Dh20
for a great deal at a well-known pizza brand.
But what's happening at the back end is that
the websites are run by fraudsters and they
use the website to steal one-time passwords
and conduct unauthorised transactions.

What did we do? We revised our OTP SMS
format so that it also includes the transaction
amount, the merchant name, and OTP in that
order. The layout (intentionally) is such that
customers will be forced to read the amount
and the merchant name before they see the
password. We are confident that this will re-
duce frauds as customers notice that the
amount and merchant is not what they intend-
ed it to be. This new format should become
industry standard soon, until the region moves
on to soft tokens or other risk-based solutions

What does Mashreq do to promote security
awareness for its customers?

We keep our customers aware by a) being
transparent and b) keeping them aware. We
constantly educate our customers on the im-
portance of keeping their financial details safe,
educate them on how to protect themselves
from various evolving fraud trends, and what
to do when they suspect fraud:

Mashreq is a key participant and contributor

in the UAE National Fraud awareness cam-
paign run under the leadership of UAE Central
Bank, UAE Banking Federation, Abu Dhabi po-
lice and Dubai police.

We are not afraid of transparently telling

our customers exactly how a transaction
dispute works. “Was it an ecommerce transac-
tion without 3D secure password? No problem
you will get all your money back”. “Was it a 3D
Secure transaction with a password? Well, un-
fortunately it seems like you have been tricked
into sharing the password, the liability will be
with you". We believe in transparency of infor-

We are working on
new-age solutions like
biometrics, risk-based
and step up
authentication, which
ensures customers enjoy
frictionless payments,
while being protected
from fraud.

mation with our customers when it comes to
their rights and liabilities in a disputed trans-
action. We are the only bank in the region and
one of the very few banks globally which clear-
ly informs customers of the liability in various
types of transactions. Customers can visit
Mashreg.com/ccdisputeform for a detailed
snapshot of the same.
A monthly “anti-fraud tips” email and SMS
is sent to the customers to assist them in
their role in not becoming a victim of fraud.
We have a dedicated page on our website
which is a collection of best practices of on-

KARTIK TANEJA, HEAD OF PAYMENTS AT MASHREQ

line security and card safety tips, which can be
accessed at Mashreg.com/onlinesecurity and
mashreq.com/cardsafety.

The last thing anyone wants when disputing

a transaction is to have to go through diffi-
cult paperwork. We now offer paperless trans-
action dispute (no print, no signature). Cus-
tomers can download a PDF form and email it
to us.

We understand our customers’ need to

travel with peace of mind. Our Mashreg
Mobile App offers a range of controls that cus-
tomers can access instantly:

m Temporary card block

m Set and Reset of PIN

m Block and replacement of the card
m Set-up transaction limits

m Set -up daily limits

m Set no. of transactions per day

m Block countries

m Block merchant categories

"Mashreq ensures that our customers enjoy
the most convenient financial services. Our
values include being passionate about clients
while being socially responsible and transpar-
ent. We are committed to protecting our cli-
ent's financial security,” said Taneja.
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COMMON INCIDENTS OF FRAUD
IN THE UAE

Insights into
how to avoid
falling victim
to fraudulent
activity

A s e

urcharan Chhabra, Head
of Fraud Prevention & In-
telligence and a veteran
at Mashreq, has been at
the forefront of Mashreq's war
against fraud. As per his experi-
ence, these are the types of fraud
to that customers are subjected
to nowadays:
m Fraudsters who pretend to be
Bank staff call customers under
a (fake) high pressure scenario
(e.qg., "Your card is being used
abroad right now for USD3,000.
| urgently need some information
to block it"). These are fraud-
sters trying to obtain sensitive
financial information or 3D Se-
cure passwords.
m Fraudsters ask for sensitive in-
formation while pretending to be
from your financial institution,
law enforcement, police, Central
Bank or immigration.
m Fraudsters send emails/SMS
to customers while disquised as

courier companies, asking them
to share card details online
m Fraudsters advertising “50 per
cent off on Pizza” or any oth-
er such promos, again with fake
websites attempting to steal cus-
tomer information
Customers can protect them-
selves from fraud by following
these best practices:
Do not respond to unknown or
unsolicited calls.
If you are told of a critical
action on your Bank account
or card, do not panic and share
information. Call your Bank on
their registered phone number
and ask about your account/card.
Do not share any confidential
information, Password, PIN or
OTP with anyone over the phone
or otherwise.
Double check the *amount
value" of your transaction giv-
en in the OTP, before inputting it
for a card transaction

Avoid clicking on links. When-

ever possible, type in the
URL yourself. If clicking a link
is unavoidable, watch the top
row of the browser carefully to
make sure the URL is of the
right website

Carefully monitor transaction

SMSs and emails sent by the
Bank and, in case of any issues,
reach out to the Bank immedi-
ately to ask for card blocking
(Mashreq customers can also in-
stantly place a temporary block
on the card through the Mashreq-
Mobile application).

If you suspect a fraud, file a

dispute with the Bank as soon
as possible. Mashreq customers
can access our digital dispute
form at mashreg.com/ccdispute-
form. Mashreg works diligent-
ly with stakeholders, including
payments schemes, to maximise

the chances of
dispute refunds.

TAKING A SATIRICAL APPROACH
TO CONSUMER AWARENESS

How Emirates NBD has launched engaging and amusing campaigns to fight fraud

s a leading bank in the

UAE, Emirates NBD
has taken an active
role in raising con-

sumer awareness on safe,
secure banking.

The bank has conducted wide-
ly acclaimed security-related
significant campaigns, in coop-
eration with the country’'s law
enforcement agencies, designed
to engage customers in a fun,
memorable manner.

The centre piece of Emirates
NBD's #SecureYourAccount
campaign was the It Wasn't Me
video reminding customers that
the bank would never ask for
personal details such as online
or mobile banking credentials
and password, card PIN or the
three-digit CVV number on
the back of the card and to re-
main vigilant about fraudulent
emails, links, websites or calls to
protect themselves against po-
tential fraud.

The follow-up campaign ad-
dressed fraud and online securi-
ty to educate the public on how
to identify and protect them-
selves against highly deceptive

tactics fraudsters employ. At
the heart of the campaign was a
shareable, social satire comedy
film, How To Grow Rich During
The Pandemic, showcasing the
lavish lifestyle of a fictional
fraudster named James Jeffer-
son playing different roles as

he impersonates legitimate or-
ganisations via various means
in order to steal sensitive infor-
mation, with the serious mes-
sage “Don't Make the Fraud-
ster's Job Easy.” The film was
accompanied by a stealth social
media campaign following the

outrageous life of James Jeffer-
son via his Instagram handle @
jij_jefferson who was finally re-
vealed as a fraudster. Emirates
NBD also conducts regular SMS
and email campaigns as well as
posts messages across its so-
cial media platforms to sensitise
customers to potential phishing
and vishing attempts by fraud-
sters and remind them to nev-
er share their personal details
with anyone.

The bank is currently running
a live Spot the Fraudster, mod-
erated by popular radio host,
Kris Fade, every Tuesday at 8pm
across its social media channels,
designed to engage and educate
on the different persona adopt-
ed by fraudsters.

The UAE authorities and Emir-
ates NBD urge members of the
public to report suspicious links
or emails related to their bank
accounts to their respective
bank’s call centre and Dubai Po-
lice. Emirates NBD customers
can contact the bank's call cen-
tre on 600 540 000 and Dubai
Police through their website:
www.ecrime.ae

successful



Kindly report any suspicious activity

immediately to contactus@rakbank.ae \ 7/ RAKBANK

or to our Phone Banking unit on 04 213 0000 §/mp/% Betey
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What to look out for if you want to avoid compromising
your personal details

BY KEITH J FERNANDEZ
SPECIAL TO GN FOCUS
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BIOMET |
BE THE FUTU
OF SECURIT)

Earlier this month, the country’'s first
authentication solution for e-commerce
transactions was introduced in the UAE

GN FOCUS REPORT

his month, Abu Dha-

bi Islamic Bank (ADIB)

has announced it part-

nered with Visa to in-
troduce the UAE's first bio-
metric authentication solution
for e-commerce transactions.
The solution leverages Visa
Consumer Authentication
Service to deliver a signifi-
cant improvement in custom-
er experience and reinforced
data security.

Visa Consumer Authentica-
tion Service aims to enhance
user experience, as well as mit-
igate security and fraud risks
by replacing traditional verifi-
cation methods, such as OTP
requirements, with biometric
authentication using finger-
print and facial biometrics.

Once the solution is imple-
mented, ADIB customers can
authenticate their e-commerce
transaction by using their ADIB
Mobile application biometric
authentication instead of the
conventional OTP that is sent
by SMS or email. Unlike conven-
tional procedures for user au-
thentication, biometrics makes
it difficult for intruders to use
illegally obtained consumer
credentials, allowing for stron-
ger security and a time-effi-
cient experience, even when
the customer is travelling.

Philip King, Group Head of
Retail Banking at ADIB, said,

“Due to the pandemic, online
security and fraud protection
has become more essential
than ever. e-commerce web-
sites have to confront various
security issues from online
fraud to theft of confidential
data. Unlike conventional au-
thentication processes, a bio-
metric identification system
uses the physical characteris-
tics of an individual to grant ac-
count access, ensuring the se-
curity of consumers. Through
our partnership with Visa, we
aim to continue evolving our
approach to using digital solu-
tions to improve our custom-
ers’ experience.”

Shahebaz Khan, Visa's Gen-
eral Manager for UAE, stated,
"Our Consumer Authentica-
tion Service is an example of
how Visa's network intelli-
gence can create tangible val-
ue for our bank clients and
merchants. Because the solu-
tion only prompts consumers
for verification of the riskiest
e-commerce transactions,
most consumers will have a
streamlined authentication
process. Consumers in the UAE
are savvy and with more trans-
acting online, Visa's biometric
solution for ADIB offers them
the safe and optimal online
payment experience they in-
creasingly expect. We are de-
lighted to see ADIB become the
first bank in the UAE to launch
biometric authentication for
e-commerce transactions.”

-WAM

What are biometrics?

Understanding the technology, its
advantages and disadvantages

PETER FEELY
SENIOR EDITOR

hone, there is a strong chance

you may be immersed in the
world of biometrics. The 30,000
infrared dots, which are project-
ed on to the user's face as part
of process to unlock their phone
with Face ID is one of the most
widely known examples of bio-
metric security. Apple claims it is
so accurate and secure, the risk
of mistaking the owner's identi-
ty is one in a million. Other types
of biometric security, aside from
facial recognition, include voice
recognition, fingerprint scan-
ning, iris recognition and heart
rate sensors.

According to internet security
giant Kaspersky, “Physical char-
acteristics are relatively fixed
and individualised — even in the
case of twins. Each person's
unigue biometric identity can be
used to replace or at least aug-
ment password systems for com-
puters, phones, and restricted
access rooms and buildings.”

The company says that biomet-
rics are commonly categorised in
three groups: biological biomet-
rics, morphological biometrics
and behavioural biometrics.

The biological group use ge-
netic and molecular information
such as a person’'s DNA and can

|f you're the owner of an iP-

often be assessed through an
individual providing a fluid sam-
ple. The morphological group is
associated with structures with-
in someone’s body, such as their
iris, fingerprint or the shape of
their face, as is used in Apple's
Face ID system.

The third, behavioural group,
maps people’s unique patterns
and characteristics such as
how they walk or speak. It can
even be used to identify people
based on the way they type on
a keyboard.

The advantages of using bio-
metrics is that they are more
difficult to steal or impersonate
in comparison to traditional
passwords.

One concern surrounding bio-
metrics is privacy, with people
worried that their private data
can be collected and used with-
out their consent. Facial rec-
ognition is already being used
throughout the world in cities
such as New York, Moscow and
Shanghai, where police are
using the technology to help
solve crimes.

Another concern is the poten-
tial for cybercriminals to steal
people's biometric data. One
such example happened in 2015,
when data on the fingerprints of
5.6 million government employ-
ees was compromised following
a breach at the US Office of Per-
sonal Management.

SHUTTERSTOCK
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Addressing the threat
of ransomware

Why you should vaccinate your devices as well as yourself

GN FOCUS REPORT

he coronavirus pan-

demic triggered a

wave of digital trans-

formation with com-
panies across the globe bring
their businesses online. While
this has opened new opportu-
nities for businesses, the pace
or transformation has resulted
in an increase in cybercrimes
as attackers continue to take
advantage of our greater reli-
ance on the virtual world. Now
that organisations are plan-
ning and implementing their
recovery strategies, there is
one form of business that has
exploded - the creation and
use of malicious software. Us-
ers across the world have fall-
en victim to cybercriminals.
The most common attack be-
ing that of Ransomware. While
Ransomware is nothing new,
the ways in which it is being
used and spread is.

The change from in-person
meetings to online video-con-
ferencing calls was exploited
by cybercriminals to launch

BARRY COOK
Privacy & Group
Data Protection

Officer, VFS
Global

ransomware attacks by crash-
ing video calls and baiting
users with malicious domains
proponing to be the video con-
ference company. Of course,
the links on the fake domains
download malware. A signifi-
cant new cyber-tactic that has
emerged is ‘double extortion'.

Ransomware occurs when a
hacker blocks access to a vic-
tim's files, then demands pay-
ment to restore access. New
research by TrendMicro, says
critical public infrastructure
and government IT systems
were becoming a primary fo-
cus for hackers globally, with
ransomware being their pre-
ferred weapon of choice.

The pandemic itself creat-
ed new challenges to digital
privacy. Governments and or-
ganisations employed digital
contact tracing in an attempt
to contain outbreaks. This
presented a new challenge for
privacy professionals. Can we
have effective contact tracing
while maintaining personal
privacy? With the number of
contract training schemes
that were scrapped or ex-

tensively redesigned then it
would be safe to assume the
answer to that question is
“probably no.”

Your Device Needs
Vaccination Too

The vaccine that can help
protect your devices is patch
updates. These patch updates
contain fixes for known ex-
ploits and vulnerabilities on
the device they are updating.

It is recommended by man-
ufacturers that patch updates
should be set to automatic in
order to automatically update
and protect your devices.
Similar to how the Covid-19
vaccination does not guaran-
tee a 100 per cent protection,
device vaccination also goes
only so far, but it does not
mean you should not attempt
to protect your devices.

Additionally, the most ef-
fective step is to be prudent
while using your devices and
not blindly clicking on the
"OK" button or link when ran-
dom pop-ups appear on the
screen. Being attentive and
mindful has been proven to

avert most attacks and pre-
vent you from becoming part
of the chain of compromise.
This is the digital equivalent
to washing your hands and
wearing a mask!

For organisations, cyberse-
curity is even more important
as most employees today are
connected from homes using
their home Wi-Fi networks
that may have weaker proto-
cols. This not only makes de-
vices directly vulnerable, but
also exposes them to hacks
on other personal devices
connected on the same net-
work, such as mobile phones,
digital assistants, smart appli-
ances, gaming machines etc.
pre-empting, preparing, and
spreading awareness will go a
long way in reducing risk.

While staying home and be-
ing virtually connected does
help keep one in staying phys-
ically safe from Covid-19, it
can increases the chances of
becoming a cybercrime vic-
tim. So, break the chain and
protect your personal devices
to avoid getting hit by a virus
of a different kind.

SHUTTERSTOCK



VIGILANCE IS ALL
YOU NEED TO DEFEAT
CYBER THREAT

Stay Alert!

As we witness a massive shift from the physical world to the virtual one, our dependencies on digital
platforms have increased drastically. Be it online purchases, virtual meetings, banking transactions or
business webinars, we must be alert now more than ever.

As banking connects you across devices, platforms, and channels, National Bank of Fujairah empowers
you with various digital security features to mitigate fraud, including the most advanced multi-factor
authentication systems, such as biometrics and facial recognition. We remain vigilant and will continue to
maximise security to safeguard the ever-evolving technological advancement, addressing your growing
banking needs.
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increase in
cyberattacks

Phishing Ransomware
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hours online each day
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& 2013 Yahoo lost data from 3 billion accounts

¥ 2017 Equifax compromised the information of
143 million consumers, costing the business
more than US$4 bn

& 2018 Under Armor’s MyFitnessPal app was
breached, affecting 150 million users
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COST OF A DATA
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ransomware attacks
take place in the
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BANKING FRAUD AWARENESS
AND PREVENTION

Why it is imperative
to dedicate
substantial
resources to secure
infrastructure

A s e

DIB believes that it is

imperative to dedicate

substantial  resources

not only in building a
secure and resilient infrastruc-
ture, but also improving capa-
bilities amongst people and
processes.

ADIB uses state-of-art
technologies and multi-lay-
ered security  solutions
to protect customer in-
formation and constantly
evaluates, develops, and im-
plements advanced banking
security measures.

The bank also introduced a se-
cure set of collaboration tools to
increase business productivity
without compromising informa-
tion security. In addition, the bank
also enhanced its technical, pro-
cedural and security awareness
controls, increased the portfo-
lio of secure remote connectivi-
ty services to cater to different
kinds of users, and leveraged var-
ious technologies by moving from
on-premises tools to cloud based
technologies.

ADIB is focused on increasing
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its monitoring capabilities, as well
as implementing additional layers
and types of controls to support
a new setup that aggressively
adopts cloud and remote access
services. Through a progressive
strategy, ADIB will continue to
ensure tighter security measures
and controls are in place, ensuring
staff are fully aware of its work-
from-home policies and practice

secure working, while updating the
bank's readiness plan to meet all
potential scenarios.
The bank rolled out train-
ing sessions to ensure that
employees are well-pre-
pared for cybersecurity
risks. In addition, ADIB
also established reliable
teams at call centres
who can help customers
with issues on unusual and
suspicious transactions.
Meanwhile, in order to
reach and educate custom-
ers on cybersecurity and fraud
attacks, ADIB executed several
educational and awareness cam-
paigns in collaboration with Visa,
Dubai Police, Abu Dhabi Police,
and the UAE Bank Federation to
reach and educate customers on
cybersecurity and fraud attacks.
ADIB constantly develops its ap-
proachto ensure that it effectively
monitors, predicts, and prevents
risks, threats, and suspicious ac-
tivities. This means a continuous
review of the bank's risk strate-
gy and making investments for
cyber resilience.

THE IMPORTANCE OF INVESTING
IN CYBERSECURITY

Why protecting
customers’ online
information
should be a
priority

A T T TH T i iy

hat steps does UAB
take to protect its
customers'’ details
and information?

In consideration of the criti-
cality of the customer data, the
protection of the customer’s data
is of paramount importance for
UAB and its management.

UAB has invested substantially
on improving the cybersecurity
posture of the bank and adapts to
various emerging threats, while
designing the controls. UAB's pro-
active (24x7) security monitor-
ing reinforced with cutting-edge
security technologies from End-
point to Gateway level supports
to protect customer's data from
any intrusion.

The data sent across in various
channels are encrypted and en-
sure only need-to-know access
are provided. Moreover, UAB
conducts periodic security tests
to ensure any new vulnerabilities
have been identified and fixed in a
timely manner.

UAB is currently in the process
of getting Payment Card Industry
Data Security Standard (PCI-DSS)

certification and are in compli-
ance with other various local and
international security standards.

How does UAB ensure it works
to counteract evolving inci-
dents of fraud and deception?

Fraud attempts continue to
adapt with the evolution of tech-
nology. There has been an in-
creasing trend from fraudsters
who use social engineering tech-
niques to attempt to defraud indi-
viduals via the scams for example;
one time password scams, intru-
sion of business emails, breach
of personal information and
mule accounts.

Digitalisation represents great
opportunities as well as respon-
sibility for banks towards their
customers and regulators. The
bank is vigilant to respond to
new threats and is continuously
embracing the new approaches
and technologies to prevent and
detect fraud and has developed a
robust mechanism to prevent, de-
tect, monitor and respond to the
emerging fraud risks. Moreover,
the Bank has instilled the culture

of continual fraud risk awareness
internally and to customers by
providing them perpetual cyber-
crime and fraud awareness mes-
sages (via SMS, social media, on
our website and at ATMs) to pro-
tect themselves from financial cy-
bercrime and fraud.

What comfort does UAB offer its
new customers against fraud?

The bank is committed to pro-
tect our customers from fraud
threats and trends by unremit-
tingly embracing the new ap-
proaches and technologies to
prevent and mitigate these fraud
risks. The bank has the fraud risk
prevention, detection and moni-
toring mechanism to cater to the
evolving risks of fraud. The bank
has also been actively participat-
ing in national fraud awareness
campaigns by enlightening the
customers with the new fraud
threats and trends to safequard
themselves from being the vic-
tims. Moreover, UAB facilitates
customers to report suspected or
actual fraud incidents to the bank
through its channels.
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A VIGILANT APPROACH TO
ONLINE BANKING

There are several
steps that can be
taken to reduce
the risk of falling
victim to online
fraud

AT T T H i 5 i e

hat are the main piec-
es of advice you give
your customers to

help protect them
from fraud?
Cyberattacks, financial crime,

and fraud are becoming increas-
ingly more targeted, intricate,
and persistent. While technolo-
gies have made advances in risk
management, cybersecurity, and
fraud prevention, we always ad-
vise our customers to take addi-
tional precautionary measures.

Firstly, always use your own
computer or use a trusted com-
puter for banking purposes. We
advise that our customers avoid
using a shared or public computer
when it comes to banking. Ensure
that your computer is equipped
with antivirus and a firewall to
prevent any malware infection.
Also update your computer reg-
ularly, especially the antivirus
software, web browser and oper-
ating system.

Furthermore, please follow your
bank's SMS and email alerts with
regards to security and data pro-
tection and pay attention to SMS

and email transaction alerts. Al-
ways type out your bank's web-
site, for safety reasons. Do not
use your banking password for
anything else such as emails or
social media etc. Check the infor-
mation displayed regarding when
the last time you logged into your
account and make sure it match-
es. Lastly, periodically review your
beneficiaries list and ensure that
it matches beneficiaries that you
added yourself.

When travelling, we recommend
that our customers consider en-
abling a roaming feature so that
you do not miss important notifi-
cations from RAKBANK. Also, nev-
er use any unsecure Wi-Fi access
points.

What can your customers do to
ensure they are using a genuine
RAKBANK website when they're
banking online?

We always advise that our cus-
tomers type out the bank's web-
site. For safety reasons, never
click on links received in emails
or messages claiming to be from
your bank. Use a secure connec-

tion, this is identified with a green
area that is visible in the address
bar along with https in the URL it-
self. We also suggest that custom-
ers check the domain of the URL
as well as the site before providing
any details. If you suspect that the
site could be fraudulent, do not
provide any details and report the
site to your bank. For extra pre-
caution, open a new browser win-
dow and visit the main page of the
site you think you're on, if it looks
different, you are then likely to be
dealing with a phishing site.

What are the most common
forms of online fraud?

m Phishing/ Vishing/ Smishing -
Do not provide any confidential
banking details over phone, mes-
saging apps or SMS malware and
ransomware

m Email Spoofing - easily avoid-
able by simply using a reputed
email service provider such as
Gmail or Outlook

m Shoulder surfing - consider
banking from any of your devices
where no one can see you typing
over your shoulder

BUILDING A ROBUST
CYBERSECURITY STRATEGY

National Bank
of Fujairah has
a three pillar
approach to
protecting
customers’
information

AT T uuHntnng

he Covid-19 outbreak has

expedited the digitisation

movement at an unprece-

dented pace, and we have
witnessed a massive shift from
the physical world to the online
space. The banking sector, which
has been a pioneer in this trans-
formation, is no exception. And
while digital banking offers cus-
tomers convenience and faster
processing of financial transac-
tions, it heightens vulnerabilities
that banks spend years pre-empt-
ing and preparing for.

At National Bank of Fujairah
(NBF), we have built a robust cy-
bersecurity strategy that focuses
on three main pillars: identity pro-
tection, data protection and cul-
ture. To protect the identity of our
customers, we have deployed the
most advanced authentication
methods such as biometrics and
facial recognition and will con-
tinue to evolve our techniques to
maximise security. Our approach
to data protection is steered by a
cross-functional data governance
forum, which is designed to en-
sure we manage data security,

privacy, quality and overall per-
formance in an effective way.

We have made relentless ef-
forts to foster a culture whereby
employees, partners and custom-
ers are fully aware and equipped
to deal with potential cyberse-
curity threats. As part of bank's
cyber resiliency programme, we
conduct various types of cyber-
attack simulations like the Red
Team exercise, Tabletop Cyber
Attack Simulations, Phishing sim-
ulations, among others to mea-
sure our cyber resiliency capabil-
ities with the help of specialists.
We use the learnings from these
simulations to improve our cyber

resiliency as well as inform and
evolve the bank's cybersecurity
strategy. We also have specific
KPI's for some of these simula-
tions and we can proudly say that
for the phishing simulations we
have observed a significant im-
provement in the user's culture
change towards cybersecurity.

Looking ahead, we will focus
our efforts on strengthening our
three cybersecurity pillars by fre-
quently updating our proactive
and reactive security controls
and overseeing digital channel
fraud management to safequard
new the technologies that contin-
ue to evolve.
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Do not get tricked into sharing sensitive and
personal information over social media.
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